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Struaured abstrac

Purpose B The pumpo< of this pge isto provide an overview of the Sender Policy Framework
(SPF) and dscuss its merits for adoption & an anti-phishing mechanism.

Design/ methodology/ approach BAIl active domainsin the .se zonewere probeal to dgermineif
they have an PF-policy. Thisdaa collection dep is combined with atheoreticd discussion of the
SPF gandad and rdated initiatives.

Findings BThis pge findstha the adoption ratio is very low. Few seem to beinterested in
deploying it, despite it being designed for easy adoption and beng congstently implemented in
severd popubr anti-spam lutions

Practical implications B Depite the low adoption ratio the dandad merits implementation by
IT/I Smanagers and ftware vendors.

Originality/ value B This gudy andyzes the adopton ratio, which is vauable both for software
vendors and endorsers of the gandad. It dso provides an overview of the gdandad itself asan
attempt to avoid common misconagptionsabout therole of the gandad and its relation to other
anti-gpam initiatives.
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I ntroduction

In thelast four years, the problem of email pam grew to menacing propottions Ferris Research estimates
tha theamount of spam increased five-fold beween 2003 and 2005, and tha log produdivity dueto spam
could beas high & $0 billion (Keizer 2005). In 2004, Bill Gates predicted tha soan would beeradicated
within two years (CBS 2004). The growth of the phenomenon ha dso ingired increased attivitiesin
scholarly research. An academic decription of the problem was provided by Paviov & d. (2005).

As gpan filters grew more common, forging senda's on email messages gained in popuérity. By
doing 0, the messages gains trugworthiness bath in the eyes of thefilters and the recipients, thus
inaeasng the likelihood ha the message will reach itsintended target. Forged sende addresses are
not only used in regular commercid gpam, but are dso commonly used when spreading computer

viruses and launding phishing attacks.

Snce Internet was conceived as an opan néwork, the current specificationsfor email messaging
have no buit-in authentication orauthorization. The recognition of this problem is far from new, the
firg gandad draft with modificationsto address this issuewas pubished in 1987, longbeore emall
became a common communication tool (IETF 1987).

Limitationsof prior gdandards prevented ther wider adoption (cf. Gutmann 2002). They are far from
trangparent, dgpending on the user to manudly exchange cryptographic keys and individudly sgn
thar messages. Until afew years ago, the occurrences of email forgery were relaively rare, 0 few
troublked to implement these mechanisms. It was not until the problems of gpam and phshing

exploded anew, tha the new, more trangaent initiatives were proposd.

One of these new technologes is Senda Policy Framework (SPF), asystem designed to vdidate
sende addresses in emall messages.

The pumpos of this pge isto present an owerview of the existing anti-gpam and anti-phishing
initiatives and describewhat SPF is, to what extent it is adopted, and why it might beagood deato

promote its wider implementation.



An overview of various anti-spam initiatives

Thefollowinginitiatives am to lve the problem of unolicited and fraudulent email. These
solutionstend o address well aparticular subset of the problem, thusmod of them are

complementary.

Redesign B uggestionsto deprecate SVITP protocol in favor of something better drculate
periodicaly. Dueto the extensve work needed for such amgor dteration, few conaete suggestions
were put forward o far. Two of the more recognized initiatives were the IM2000 (I M2000.org 2006)
and the SVITPng (SVITPng.org 2002) initiatives. Current efforts do rot seek to replace the current
gandadsbutrather to improve them by adoping additiond sandads

Filters DMog corporationsand Internet Service Providers (1SPs) deployed goan filters, which
attempt to remove gpam before it reaches its intended recipients. Some popular methodsindude but
are not limited to keyword/string matching, white/ black-listing (e.g. Hird 2002) nd satigticd
methodssuch & Bayesian rules (Sshami & d. 1998; Graham 2002). These methodsoften indue a
(Red QueenOeffect where spammers and anti-spammers condantly compete.

Transaction costs B Spam will exist only aslongasit is profitable. Currently, the transaction g of
sending email is 0 low, that even gven an extremdy low response rate beween 0.0075% and 56%
(Mindlin 2006), the profit marginsare gill subgantiad. Inaeasing transaction g might rende pam
less profitable. This inarease could beachieved ether by creating an email tax (cf. Kraut et. d 2003),
solvingamahematica puzzle and thuspaying with CPU-resources (Back 2002), or by forcing re-
trangmits of eech email (known as greylisting, cf. Harris 2003).

Legislation BDSpam-related laws and polcies were passed in ®verd countries. They usudly take
oneof thefollowing forms. optin, opt-out, or flagging advertissments. They hal little effect because
sendes of unlicited emailstend o behad to identify and dso because mogt of it originaes from
foreign countries. A compilation of gpam-related legidation is provided by Sorkin (2006).



Block ports DNowadays, the mgority of gpam is delivered by Botnets. Botnets consst of large
numbers of broadband-connected home computerstha were hijacked bycomputer viruses or other
maware. To reduce the anount of abusve traffic, many |SPs blodk nework access on mal-related
ports (primarily, TCP port 25), 20 tha dl outbounde-mail hasto pass through vaid mall servers
bdongngto the ISPs (Saitzer 2005). While providing an essy way to reduce the number of sbuse
reports, these 1SPs violate the prindples of ne neutrdity by limiting usersGability to run ertain
goplications

Sender authentication B Sende authentication \erifiestha email originaed from its daimed
sende. SPF, atype of senda authentication, is the focusof this pgoer (IETF 2006a). Content
verification provides tools to confirm that email® content was not dtered duling transmission.
Built-in ssnde authentication and cntent verification ae notinduded in thecurrent SMTP
gandad. Sandad extensonscovering these areas indudebut are not limited to PGP (IETF 1998),
SM IME (IETF 1999), and DomainKeys (dkim.org 2006). They will be discussed in the next section.

Initiatives decribed ebove address somewha orthogond pats of the gpam issue Applied together,
correctly implemented, they should mitigate much of the problem.

Standards for senda authentication

Foan isfar from ahomogenousphenomenon. It indudes awide range of unslicited email
messages ch as corporate newdetters, produd and service advertisements (phamaceuticas,
mortgages, pom, etc.), fraud atempts (phishing, 419 messages, ak.a Qigerian scams) and politica
and religiouspamphlets.

Sende authentication primarily addresses problems with fraud such as phishing, where thered
sendea masqueades as another entity, usudly awell-known finandd organization. It dso increases
accountability of red senders, which in the future might dleviate the overdl soam problem.
Additiond important context where such authentication is desirable is when tranamitting senstive
information. One recent example of this was when aSwedish convict was wrondy released after the

reception of afasfied fax message.



Origind gandads (OpenPGP and SM IME) gppeared patly with these tasks in mind. They are not
trangparent: both the sender and the receiver mug have compliant mail dients, and menudly enter

some security information a least duting the configuration time. Thefailure to implement these

gandardsin ausr-friendly fashion sverdy limited the adoption of these protocols (cf. Whitten &

Tygar 1999).

Standard/ Tranpaent | Sandadized | Authentication | Content Public/ Protects from

Mechanism to user verification | Private key- phishing

based

OpenPGP No Yes, dnce Yes, to Yes Yes No
1996 individud

SM IME No Yes, dnce Yes, to Yes Yes No
1998 individud

FF Yes Yes, Yes, to donain No No Yes

experimenta

2006

DomanKeys Yes No, working | Yes, to doman Yes Yes No

/D KIM on dreft

SPF was designed with trangparency and ease of adopton in mind. As aresult, it has limited

fundiondity compared to dl the other gandads In paticular,

¥ it can only verify ssnde@donsin, i.e. whether themail originaed & BigBank.com rather
than JaneD oe@BigBank.com.
¥ it gves no guaantees with regard to the actud ownership of BigBank.com by BigBank Inc.

¥ it does notindudeany encryption or content verification.

All of these gandads provide sende authentication, but only SPF protects againg phishing by

default. While amessage Sgned with OpenPGP, S MIME or DomainKeys can beauthenticated and

even verified as not having been modified, they provide little guidance of wha to do wth amail tha

isunsgned.




With $PF, the policy of the daimed originaing domain deermines how unsgned messages should
be handled. This makes SPF complementary to dl other sandadslisted, asit provides an actud
default policy for unsgned messages.

Using SPF, afraudulent message from BigBank would beremoved bdore reaching the recipient,
while the use of othe gandadswould need the user to maenudly ingoect themessage and redize
tha thelack of Sgnaureisasgn of fraud.



The Sender Policy Framework

As previousy described, the Sende Policy Framework (SPF) is nat a generd anti-gpam measure but
amechanism ecificdly designed to mitigate problems with fraud and phshing It isused to vdidae
tha the message was sent by the sende domein ecified in the OMAIL FROM:Oaddress of the
message envelope For example, when amail from paypd.com requests revaidaion of usersO
account and password, SPF can check if it isindeed sent from the domain paypd.com oris pat of a
scam.

This section summarizes how SPF avoids fasfied sende addresses in email messages. A more
detalled technica overview of this gandad is provided by Wong (2004).

Deployment and usge of SPF is quie Smple. A domain® policy specifies which mail servers may
send email usng this domain in the sender address. The policy is then publshed asaDNSrecord,
ethe asatext (TXT) or asecific SPF record:

An example policy could look like:
bigbank.com. IN TXT "v=spfl +mx a:office.bigbank.com/28 pallo
bigbank.com. IN SPF "v=spfl +mx a:office.bigbank.co m/28 - all"

Thepolicy in this example Sates tha:
¥ [ +mx] mal servers oecified in MX recordsfor this domain ae authentic
¥ [aofficebigbank.com/2 8] if the daimed originating mail server isin this address rangg, it dso
authentic
¥ [-dl] dl othe mal srversae invalid.

Bigbank.com® policy contains complete information éoutwhich mail servers are authorized to send
mail daiming @bigbank.com address. The policy dways contains a @atch-alOrule specifying what
to do wth email tha does not come from oneof these servers. Thisrule mug take oneof four
forms. blacklist unauthorized messages, whitelist authorized messages while being very sugiciousto
therest, whitelist authonzed messages while bang neutrd to therest, whitelist everything. Idedly,



thelast two rules exist only to dlow inarementd adoption of the sandad in orde to meke sure the
policy is working correctly before fully deploying it.

Theprindple of SPF vdidaion is as follows. When an emall is received, an SPF-enabled mail server,
gpam filter or dient (the check could be implemented on oneor severd of these) will mekeaDNS
quey in order to e whethe the daimed originating domain has a pubished policy. If thisisthe
case, the policy is compared with the | P address from which the message was received.

Therefore, if afraudger istryingto forge an email with a source address of billing@bigbank.com,
and BgBank Inc. created and pubished apolicy gatingtha dl email from bigbank.com mug be
sent from mall.bigbank.com, the receivingend $hould condudetha the mail is forged and thus
prevent the usr from being fooled bythe atack.

DNSis usd as adaabase because of its convenience: theinfrastructure is dready deployed and ha
proven to begtable and scdable. If SPF were widely deployed, it would areste additiond load on he
DNSinfrastrucure. It should bemanagegble due to the caching functiondity in DNS

Thevdidaion procedure on therecelvingend is dso farly efficient, asit does not contan any CPU-
intendve dgorithms, such & aryptogaphic key cdculations Thepolicy has to beretrieved from
DNSorfromalocd cache, and then pased and compared to the IP address from which the email
was received. Thisadds extraload on hereceiving end for eech email message, but should be
compaable and even lower than tha of severa othe anti-gpam slutionsin opeaéation today.

Asit isgored in DNS each individud policy is dobdly visble. But Snce it resdes within the scope
of thedomain nane, it can only bedtered by the domain owne. Anyone can degerminetha only
servers on the bigbank.com office nework are dlowed to nd @bigbank.com e-mails, butno one
can forge amessage to gppear to becoming from the bigbank.com mail server without gaining
access to the server itself. As PF in itsalf does not contain any cryptographic measures and relies on
the DNSinfrastrudure, it is sengtive to atacks such as DNS gpoofing In order to befully secure a
wide deployment of DNSSEC is necessary.



It should benoted tha there was a controversy whether PF isagood ®lution & al. Mog of the
criticism brought forward againg it relied on misconceptionswith regard to what SPF is and wha
problemsit amsto lve. As mentional éowe, it isnot intended to olve the spam problem in full.
Critiqueof its design targets two aess. the use of TXT recordsin DNSand the undelying
philosophy of the gandad, which expects mail to ariginate from certain well-defined srvers (afar
summary is provided by Wikipedia, 2006-12-22).

Theuse of TXT recordsis not pafect from atechnicd gandpont, sinceit puts srucured ddainto
undrudured format. It was chosen in order to improve chances of wide deployment. An dternaive
SPF record grudure is avallable, but may take many years before dl DN S server software suppotts
it.

Theothe issueis whether or not anyoneshould beable to submit any email usng an abitrary
message trander agent (MTA). As decribed, thegenerd idea of SPF isto restrict MTAS, which ae

dlowed to 1d email from certain doneins but not from othea's.

Previougy, anyone could send mall usng somename@anywork.com usng MTA assodated with his
or he home ISP provider. If SPF were used, dl messages have to besend to one of the authorized
corporate srvers, ingdead of amply choosngthe dosest MTA.

IETF (2006b) published adraft gandad ecifyingtha mail should dways be submitted to such an
authonized MTA. Some professondsregard this policy as breakingthe origind prinaples of how
Internet email was buit, violating the maxim known a Occam@razor. In redity, there is dready a
large nunmber of restraints on MTAs. Most of them were putin place in order to disdlow relay of
arbitrary email precisdly dueto the generd spam problem.

Some minima organizationd will likely berequired to deploy this gandard. Userswho ae usd to
sending corporate mail from theroad or from home, might have to change thar email settings.
Messages bearing corporate domain mug be submitted to an authorized mail-server usngaVPN
connection orthewiddy suppoted message submisson mechanism as Pecified by IETF (2006b).



As every policy, thisonemug bekept current in order to befundiond. After publshinganew
record to DNS it mug be kept updaded as nev MTAs ae added or removed, in order to avoid fase
classfications



The aurrent adoption of Sender Pdicy Framenork

SPF gandad is suppoted by large online movers such as AOL.com, Gmail.com and Internet
Engneering Task Force (IETF). Having experienced anunbe of phishing atacks in Sveden duiing
thelast year (EuroSecure, 2005; F-Secure, 2006), we decided to sudythe adoption rate of this
promisng gandad.

These nunbers should behdpful in motivating IT/I Smanagers and interesting to advocates of

sende authentication sandardsbecause it tracks effectiveness of voluntary sandad deployments.

Our daaset containsdl Svedish domsins (domeinsendingin se), which were active on the 3¢ of
February 2006. We consdered atotd of 385,862 domains Apat from these domains there exigs a
number of .se domainswhich were registered, but are not currently in use (have no DN Srecords).
These domainsae notindudel in this gudy, 9nce they have no ®rvers assodated with them.

Not dl .se domainsae hoged in Sveden. Anyonefrom outsde Sveden may regiser an sedoman
name, and anyonein Sveden may use domeinsnot ending in se. However, this daa st is somewha

uniqueasit indudes dl domainswithin acertain top-level domain (TLD).

All DN Srecordsof these domainswere scrgped asa pat of alarger project. In paticular, dl
domainswere queied for the exisence of mail servers (MX records) and $nde Policies (as ddined
by S°F).

An SF record may decribe vdid srversin anunmbe of ways (a, mx, ptr, ip4, ip6, exigts, indude.
Each of these mechanisms can beprefixed with oneof four quaifiers (fail @softfail G Opass @ O
neutral @Y. The collected recordswere andyzed in order to see howthe actud live policies were
condruded bythos who took the effort to implement them. For this puipose, theflagsin the
record were extracted and classified.

! This is asmplification, please see RFC 4408 for amore fine-grained explanation.



Theandysis showed tha the adopton ratio is extremely low. Among the 385,862 domains only
1.63% (6,286) of dl domeins have apubished SPF policy. Counting only domainshaving active
mail settings (330,163 domainswith MX records), SPF usage ratio is 1.9%

Out of theidentified SPF records 54.5% (3,430) of them contained only the minima catch-al rule
(Qr=9pf1 AIQ pecifyingtha domain has no polcy. This policy is basicaly usdess. (12.3%) 775
domeins contained the softfail catch-all rule (G-alQ), agate between vaid and failed where
unidentified sande isunlkely to be authorized, buttha we are not sure enough to drop the
message. A gate which may beussful when testing anew policy.

In totd 19.6% (1,233) domains have a catch-al specifying tha amail isforged if it does not originate
from oneof thelisted srvers. These are the only domainswith wha we consder to beafull SPF

implementation. They congtitute 0.37% of dl domains

Sudyingthe use of opeatorsin the policies, we found ha 98.5% (6192 records) contained oneor
more GQopeaaor, 36.5% (2296 records contained AnxOopeaator(s), 25.0% (1573) contained Qp40
opaator(s), 11.3% (710) contained AndudeQopeator(s), 5.6% (350) contained PtrOopaator(s),
0.05% (3) contained exist opeator(s), nonecontained any Gp6Q



Discussion

SPF isno slver bulet in olving the spam-problem. Sende authentication is jud afirst step in the
guest to redue spam and fraudulent behavior on the Interng (cf. Watson 2004). Nether isit afully
pefect solution for verifying the sende. Severd other initiatives and ddaes on howto proceed

with bdter sandadsare undeway.

Theman agument for adoping SPF isthat it is an exiging dandad and tha in many cases are

farly easy to implement within the current infrastructure.

Thedassfication and quantification of the naure of the domainsusng SPF and notin Sveden is
beyond the scopeof this pgper, neverthdess it isinteresting to note that the authors have found no
SPF-records while probing major Svedish banks and other randonly sdlected finandd inditutiong.

For organizationsthreatened by phishing-attacks SPF isaway to limit therisk. There are few reasons
not to implement this kind of solution while waiting for a better oneto become sandadized. This
sudyhas shown tha despite this, the adoption of this sandad in Sveden ha not hgppened.

Oneconduson of this pgpe mud betha for users of the se-domains implementation ha not
been apriority s far. It is surprisng tha 0o little effort has been taken by organizationsin order to
reduce therisks of gpam, computer viruses and phshing-attacks beng seemingly sent from ther

corporate addresses.

There may be severd causes why this deployment has not yet taken off. Onemight belimited
knowledge about the exigtence and piindples of this gandad, which this pgper seeksto address.
Another factor might bethelack of visud indicators in oftware such as email dients tha the policy

is absent, thusnot rasng avareness tha such apolicy might be posible to implement.

2 To check if adomain has publshed apolicy or notyou may us anunbe of SPF Testers available
on theinternd, df. http//w ww.dnsstuff.com/pages/s pf.htm



Limited adoption mey dso becaused byafalure to recognize the problem of un-vaidaed snde
addresses, or not recognizing the SPF-sandad to be robug enoudh to implement.

Organizationsdfected byphishing atacks, such a banks often respond bypublicly gating tha they
never end emailsto thar cugomers, thustryingto avoid the problem rather than addressingit. A
policy notto eend emails to your cugomers might be an easy short-term solution butwill mos
likely proves more complicated as e-banking services advances. Failingto olve the problem with

phishing may decrease the adopton eed of uch srvices and lessen overdl trug in eservices.

SPF has been backed by alarge nunbe of vendors and webstes, it is therefore likely that this
sandad will increase in popukrity, despite this dow gart. Aswith meny other new technologes,
there exigs atwo-folded problem in implementingit. In order for it to beusful, it mud be
implemented bot bythedomain owner aswell as & thereceivingend (@ther eemail dients, mall

servers or pam-filters).

Changng Interne gandadsin orde to reduce the openness of the negwork is not without debae
and dicussions It might beso tha the search for what is commonly referred to @ Qhe Find
Ultimate Solution to the Yoam Problem (FUSSP)Oleadsto decreased interest in adopting patia
improvements until this solution ha been found. SPF isno find solution to the spam problem; it is
not even agenerd anti-gpam method butspecificadly designed to identify whether the sende of an e
mail message is vaid in order to mitigate the problem with fraud and phghing.

There is currently no snde gandad tha will solve the problems with un®licited email and
frauduknt behavior, it must berecognized tha severd sandadsmug co-exist and work together. It
has been the am of this pge to present an overview highlighting the role of SPF in the overdl
process of diminaing s0am and othe frauduknt behavior on the Interne. Therefore an
implementation of SPF should beconsdered even thoudh there might be other, beter, sandads
being develope in the future.

This framework has been designed for amplicity in adoption in mind. The lack of implementation of
this dandad is therefore worrying as mos other sandads are more difficult to implement and
deploy, thuslowering thelikelihood ha these will be adopted to any further extent.



Despite not bang afull solution, it improves the overdl scenario on gverd areas sudh as phishing if
widdy adopted. IT/I Smanagers currently evauating this dandad hould beaware this dandad is

not currently widdy implemented on dl levels.

However, as longas they recognize thelimits and propeaties of this sandad, the creation of a SPF-
palicy is desrable. Each new publshed poicy hdpsthe sandad to become more widdy used and

raises security a least for some usrs. PF is avallable, it is ubiquitousand it is easy to adopt There
dready exist savera mgor anti-gpam software vendors with implemented suppott for this gsandad
in ther produds. Smply by pubishing a SPF policy, theimpact of phishing attempts in your name

will decrease.



Limitations

This aticle is not withoutlimitations The daa collection wes carried outover apeiod of months
dueto limited computer resources. Changes might have hgppened duiing thetime of collection,
which might affect the results to aminor extent.

The gudy measures the number of domains having adopted this framework. One might arguetha

othea metrics such as email volumes or amilar would beabéter vdue meter.

Contribution to Research

Forged emall sende addresses pos ared problem to omganizationstoday. SPF is an endorsed
gandad, which is easy to implement addressing these conaerns Despite this, the adoption ha been
found b bevery limited. Appaently, these are not reasonsenoudh for corporaionsto implement
SPF. Theam of this pger isto buid abroade undestanding of the solutions available today.

Further research should address thereasonsfor the lack of implementation, goproaching the
guestion from amore quditative pespective and try to deermine the undelying reasonsfor this

unwillingness to adopton.
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